INTERNET OF THINGS
(Open Elective)

OBJECTIVES:

e Identify problems that are amenable to solution by AI methods, and which AI methods
may be suited to solving a given problem.

e Formalize a given problem in the language/framework of different AI methods (e.g., as a
search problem, as a constraint satisfaction problem, as a planning problem, as a Markov
decision process, etc).

e Implement basic Al algorithms (e.g., standard search algorithms or dynamic
programming).

e Design and carry out an empirical evaluation of different algorithms on problem
formalization, and state the conclusions that the evaluation supports.

UNIT -I:

The Internet of Things: An Overview of Internet of things,Internet of Things Technology, behind
IoTs Sources of the IoTs, M2M Communication, Examples OF IoTs, Design Principles For
Connected Devices

UNIT - II:

Business Models for Business Processes in the Internet of Things ,IocT/M2M systems LAYERS
AND designs standardizations ,Modified OSI Stack for the IoT/M2M Systems ,ETSI M2M
domains and High-level capabilities ,Communication Technologies, Data Enrichment and
Consolidation and Device Management Gateway Ease of designing and affordability

UNIT - III:

Design Principles for the Web Connectivity for connected-Devices, Web Communication
protocols for Connected Devices, Message Communication protocols for Connected Devices,
Web Connectivity for connected-Devices.

UNIT-1V:
Internet Connectivity Principles, Internet connectivity, Application Layer Protocols: HTTP,
HTTPS, FTP, Telnet.

UNIT-V:
Data Acquiring, Organizing and Analytics in IoT/M2M, Applications/Services/Business
Processes, IOT/M2M Data Acquiring and Storage, Business Models for Business Processes in



the Internet Of Things, Organizing Data, Transactions, Business Processes, Integration and
Enterprise Systems.

UNIT - VI

Data Collection, Storage and Computing Using a Cloud Platform for IoT/M2M
Applications/Services, Data Collection, Storage and Computing Using cloud platform
Everything as a service and Cloud Service Models, IOT cloud-based services using the Xively
(Pachube/COSM), Nimbits and other platforms Sensor, Participatory Sensing, Actuator, Radio
Frequency Identification, and Wireless, Sensor Network Technology, Sensors Technology
,Sensing the World.

OUTCOMES:
e Demonstrate knowledge and understanding of the security and ethical issues of the
Internet of Things
e Conceptually identify vulnerabilities, including recent attacks, involving the Internet of
Things

e Develop critical thinking skills
e Compare and contrast the threat environment based on industry and/or device type

TEXTBOOKS:
Internet of Things: Architecture, Design Principles And Applications, Rajkamal, McGraw Hill
Higher Education
Internet of Things, A.Bahgya and V.Madisetti, Univesity Press, 2015

REFERNCE BOOKS:

1. Designingthe Internet of Things, Adrian McEwen and Hakim Cassimally, Wiley
2. Getting Started with the Internet of Things CunoPfister , Oreilly



